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Abstract. Statistical model checking is an attractive formal analysis
method for probabilistic systems such as, for example, cyber-physical
systems which are often probabilistic in nature. This paper is about
drastically increasing the scalability of statistical model checking, and
making such scalability of analysis available to tools like Maude, where
probabilistic systems can be specified at a high level as probabilistic
rewrite theories. It presents PVeStA, an extension and parallelization
of the VeStA statistical model checking tool [10]. PVeStA supports
statistical model checking of probabilistic real-time systems specified as
either: (i) discrete or continuous Markov Chains; or (ii) probabilistic
rewrite theories in Maude. Furthermore, the properties that it can model
check can be expressed in either: (i) PCTL/CSL, or (ii) the QuaTEx
quantitative temporal logic. As our experiments show, the performance
gains obtained from parallelization can be very high.

1 Introduction

Statistical model checking (see, e.g., [9,11]) is an attractive formal analysis
method for probabilisitic systems. Although the properties model checked can
only be ensured up to a user-specified level of statistical confidence (as opposed
to the absolute guarantees provided by standard probabilistic model checkers),
the approximate nature of the formal analysis is compensated for by its better
scalability, the fact that the models to be analyzed can often be known only
approximately, and the interest in analyzing quantitative properties for which
an approximate result within known bounds is quite acceptable.

There are many systems for which this kind of statistical model checking anal-
ysis can be very useful. For example, distributed real-time systems, including
so-called cyber-physical systems, are often probabilistic in nature, both because
they often use probabilistic algorithms, and due to the uncertain, stochastic
nature of the environments with which they interact. Furthermore, quality of
service properties may be as important as traditional boolean-valued properties
such as safety properties. For example, in a secure communications system, avail-
ability of vital information may be as important as its secrecy, but availability
may be utterly lost due to a denial of service (DoS) attack with no loss of se-
crecy. Suppose that such a system is hardened against DoS attacks. How should
one formally analyze the effectiveness of such a hardening? What is needed is
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not a Boolean-valued yes/no answer, but a quantitative one in terms of the
expected latency of messages under certain assumptions about the attacker and
the network. Quantitative information may include probabilities p ∈ [0, 1], but
need not be reducible to probabilities. For this reason, it is important to support
statistical model checking not only of standard probabilistic temporal logics such
as PCTL/CSL, but also of quantitative temporal logics like QuaTEx [1], where
the result of evaluating a temporal formula on a path is a real number. This of
course includes the case of probabilities, as values p ∈ [0, 1], and even of standard
truth values, as values in {0, 1}, as special cases.

This paper is about drastically increasing the scalability of statistical model
checking, and also about making such scalability of analysis available to tools like
Maude, where probabilistic systems can be specified at a high level as probabilis-
tic rewrite theories [1], which are theories in rewriting logic [7] that may contain,
in addition to regular rewrite rules, probabilistic rewrite rules modeling proba-
bilistic transitions of such systems. The paper presents PVeStA, an extension
and parallelization of the VeStA statistical model checking tool [10]. PVeStA
supports statistical model checking of probabilistic real-time systems specified
as either: (i) discrete or continuous Markov Chains; or (ii) probabilistic rewrite
theories in Maude. Furthermore, the properties that it can model check can be
expressed in either: (i) PCTL/CSL, or (ii) QuaTEx. As our experiments show,
since statistical model checking is based on Monte-Carlo simulations, which are
naturally parallelizable, the performance gains can be very high. In summary,
the main contribution of this work is to parallelize the model checking algorithms
and the VeStA tool itself, so that a wide range of statistical model checking
analyses can be performed with high efficiency on probabilistic models such as
Markov chains and probabilistic rewrite theories.

2 Efficient Parallel Statistical Analysis Algorithms

Sen et. al. [9] described an algorithm A based on simple hypothesis testing for
statistical model checking of formulas in both: (1) Probabilistic CTL (PCTL) [5],
which extends standard CTL by associating probability measures to computa-
tion paths of a probabilistic system and qualifying the temporal logic formulas
with probability bounds, and (2) Continuous Stochastic Logic (CSL) [3,4], which
further extends PCTL by continuous timing and qualifying temporal logic op-
erators by time bounds. Given a probabilistic model M, a PCTL/CSL formula
P��p(ϕ), with ϕ a state or path formula1, and error bounds α and β, the algo-
rithm A checks satisfiability of the formula by setting up a statistical hypothesis
testing experiment such that its Type I and Type II errors are bounded, respec-
tively, by α and β. The test is based on the sample mean of n random samples
of ϕ computed over n Monte-Carlo simulations of the model. The algorithm
uses standard statistical methods to precompute the total number n of samples
needed to achieve the desired test strength (see [9] for more details).
1 We restrict our attention to non-nested probabilistic formulas here, although the

algorithm of [9] can handle nested formulas as well.
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To be able to express not just probabilities of satisfaction of temporal logic
formulas but also quantitative properties such as, for example, the expected
latency of a probabilistic communication protocol, PCTL and CSL have been
generalized to a logic of Quantitative Temporal Expressions (QuaTEx) in [1], in
which state formulas and path formulas are generalized to user-definable, real-
valued state expressions and path expressions. In [1], Agha et. al. proposed a
statistical quantitative analysis algorithm Q for estimating the expectation of a
temporal expression in QuaTEx. Given a probabilistic model M, an expectation
QuaTEx formula of the form E[Exp], with Exp a QuaTEx state or path ex-
pression, and bounds α and δ, the algorithm Q approximates the value of E[Exp]
within a (1 − α)100% confidence interval, with size at most δ, by generating a
large enough number n of random sample values x1, x2, . . . , xn of Exp computed
from n independent Monte Carlo simulations of M. The value returned by the
algorithm as the estimator for E[Exp] is the sample mean x̄ = Σi∈[1,n]xi

n . To
guarantee the quality and size requirements of the confidence interval (given
respectively by α and δ) for x̄, the number n of sample values must be large
enough. In general, the more accurate the estimator, the larger the number of
samples required. To generate enough samples, the algorithm Q uses student’s
t-distribution to compute a (1 − α)100% confidence interval by iteratively gen-
erating them in batches of N samples each (with N > 5). Once the size of the
computed interval falls below the threshold δ, Q halts and the sample mean x̄
is returned (more details can be found in [1]).

In this work, we develop parallel versions Ap and Qp of both algorithms in
which the task of computing a set of n sample values for a state or path formula
in CSL or QuaTEx is done in parallel by performing n Monte Carlo simulations
in parallel. Both parallel algorithms make no assumptions about the underlying
parallel architecture. For CSL, Ap assumes non-nested probabilistic formulas.

The algorithms take as input a list of available computing resources R on
which the task of generating random samples is mapped. This task is first dis-
tributed as evenly as possible by determining the number of simulations mi to be
performed by each available computing resource Ri in R. In Ap, since the total
number of samples n is precomputed, mi is simply either �n/|R|� or �n/|R|�+1.
In Qp, mi is computed as a positive integer multiple of |R| and the load factor k,
which is a parameter to Qp that can be used to increase the number of simula-
tions performed by each resource in a round. Given a verification task, the load
factor k can be tuned to optimize performance, especially for lightweight simu-
lations when the desired statistical confidence is high, as we will see in Section 4.
Once mi is determined, each resource Ri performs mi discrete-event simulations
of the model M and returns a list of mi random samples. Once the samples from
all resources are collected, Ap and Qp proceed as their sequential counterparts.

3 Implementation of PVeStA

We have implemented a client-server prototype, PVeStA, of both parallel al-
gorithms Ap and Qp, in Java, based on the Java implementation of the origi-
nal algorithms in VeStA [10]. The tool, which is available for download online
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at http://www.cs.illinois.edu/~alturki/pvesta, consists of two command-
line-based executable programs: (1) a client program pvesta-client, which im-
plements the sequential parts of the algorithms performing simple hypothesis
testing for PCTL/CSL formulas and confidence interval computations for Qua-
TEx expressions, and (2) a server program pvesta-server, which implements
the role of a resource Ri that computes random samples by performing discrete-
event simulations of a given model expressed as a Markov chain or as a prob-
abilistic rewrite theory. Figure 1 presents a schematic diagram of the structure
and interactions of the client and server parts of the tool.

PVeStA Client

PVeStA Server1

PVeStA ServerR

model
formula

parameters
server list

m1 simulations request

results list

mR simulations request
results list

......

Maude

CTMC Engine

Maude

CTMC Engine

Fig. 1. Components and interactions of PVeStA

The client program first reads a list of servers R that are available for per-
forming simulations. It then creates, using Java’s managed concurrency library,
a thread pool of |R| callable computation threads, which are Java threads that
implement the Callable interface by specifying a run method to be called when
the thread is invoked. Each thread, which will manage simulation requests and
responses with a particular server in R, is supplied with a pseudo-random seed
to be used by its corresponding server to guarantee statistical independence of
the simulations. The thread pool is then submitted to an executor object, which
invokes all the threads in the pool, commencing communication with the servers
in R. Upon receiving the simulations request, each PVeStA server performs
the requested number of simulations using either Maude (for models expressed
as probabilistic rewrite theories) or the built-in Continuous-Time Markov Chain
(CTMC) engine (for CTMC models) and produces a list of sample results. The
client collects all samples in an array of |R| Future Java class objects, from
which the results are extracted and then used in performing the appropriate
sequential computations. For confidence interval computations, the client may
need to repeat this process until enough samples are collected.

4 Experimental Evaluation

We have conducted two sets of experiments with PVeStA to evaluate the per-
formance gains of parallelization using two different parallel architectures: (1) a
high-performance computing (HPC) architecture, in which simulation tasks are
distributed over different nodes in a PC cluster, and (2) a multi-core architec-
ture, in which simulations are distributed over different processing cores within

http://www.cs.illinois.edu/~alturki/pvesta
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a single node. The HPC benchmarks were executed on a PC cluster consisting of
256 nodes, each of which has two (single-core) AMD Opteron 2.2GHz CPUs with
2GB of RAM. The second set of experiments was performed on a server machine
having two quad-core 2.66GHz Intel Xeon processors with 16GB of RAM.

We use two examples from [10]: (1) a simplified server polling system, Polling,
and (2) a simple tandem queuing system, Tandem, both expressed as continuous-
time Markov chains. In addition, we use two variants of a larger case study
from [2], which provides a probabilistic model in rewriting logic of the Adaptive
Selective Verification (ASV) protocol [6] for thwarting DoS attacks. The first
variant, denoted ASV 0, assumes a reliable communication channel, a fixed attack
rate, and no message transmission delays, while the second variant, ASV 1, is
slightly more realistic as it assumes a lossy channel, a variable attack rate, and
random delays. Benchmarking is performed by measuring the total time required
(including any additional time required for file and network I/O, thread and
object management, and so on) to verify a probabilistic CSL formula in Polling,
Tandem, and ASV 0, or a QuaTEx expectation expression in Tandem (load
factor, k = 100), ASV 0 (k = 1), and ASV 1 (k = 1). The results are summarized
in Table 1.

Table 1. The (average) times in seconds taken by PVeStA to complete six verification
tasks using a PC cluster and a multi-core computer

Polling (CSL) Tandem (CSL) Tandem (Q) ASV 0 (CSL) ASV 0 (Q) ASV 1 (Q)
Simulations 16,906 16,906 46,380 1051 706 1,308

Servers HPC Cluster
1 6.78 9.54 17.36 494.9 770.8 1,584.3
2 2.61 4.06 8.56 248.4 385.4 798.5
4 1.24 2.01 4.26 124.2 197.1 410.5
8 0.70 1.02 2.19 62.1 103.4 221.9
12 0.59 0.77 1.53 41.4 65.3 144.3
16 0.44 0.63 1.27 31.1 52.3 116.6
20 0.42 0.56 1.14 25.1 39.4 89.9
30 0.37 0.46 0.93 16.9 26.7 63.1
60 0.38 0.43 0.82 8.7 13.7 34.2

Servers Multi-core Computer
1 3.83 5.53 11.26 367.7 559.7 1,167.9
2 1.70 2.60 5.43 184.5 281.1 589.5
3 1.15 1.62 3.36 122.9 189.4 396.5
4 0.86 1.24 2.53 92.3 138.7 298.3
5 0.74 1.03 2.09 74.2 113.1 243.0
6 0.66 0.86 1.84 61.8 94.5 204.5
7 0.62 0.78 1.66 53.1 85.1 181.2

As the table clearly shows, performance gains as a result of parallelization can
be substantial. For example, for ASV 1, a verification task that would normally
require about 27 minutes, can be completed in about 34 seconds on an HPC clus-
ter using 60 nodes, and a 20-minute task can be done in just above 3 minutes
on a multi-core machine using seven cores in parallel. In practice, several factors
influence the speedups achieved by PVeStA, including the complexity of the
model and the formula, and the statistical strength of the result. Figure 2(a)
plots the speedups achieved against the number of servers used for HPC exper-
iments in Table 1. We note that while performance scales almost linearly with
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the number of servers used for ASV 0 and ASV 1, the speedups for both Polling
and Tandem begin to decelerate beyond 20 servers. This is primarily because
the models Polling and Tandem are so simple that, as the number of servers
increases, the time needed to generate random samples begins to be dominated
by other computations in the tool. For the Tandem-Q experiment, which re-
quires a fairly high statistical confidence, and thus a higher number of random
samples, achievable speedups are greatly influenced by the chosen load factor k.
In general, for such simple models, a higher value of k (and thus a higher num-
ber of simulations performed by a server in each round) translates into reduced
processing and communication overhead and increased efficiency. For example,
speedup tripled when using k = 100 compared with k = 1 for Tandem-Q with
60 servers. Of course, excessively high values of k result in an unnecessarily ex-
cessive number of simulations and degrade performance. Appropriate values of
k can be determined by experimentation using the above ideas as guidelines.
Figure 2(b), which plots speedups on a multi-core architecture, shows a similar
pattern to Figure 2(a).

(a) HPC cluster (b) Multi-core computer

Fig. 2. The speedup using multiple PVeStA servers

5 Conclusion and Future Work

We have briefly presented parallelized algorithms for statistical model checking
and quantitative analysis and described their implementations in a client-server
extension of VeStA, called PVeStA. Experimental evaluation on two different
parallel architectures demonstrated the expected performance gains, especially
for complex probabilistic models, for which the process of computing random
samples can be computationally expensive. Future work include further refining
the tool to improve performance for simpler models when high parallelization
factors are assumed, and extending the parallel algorithms to support parallel
statistical model checking of nested PCTL/CSL formulas using ideas from [9,8].
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